Avionic Databus Cyber Protection

o Real-time detection of UN-AUTHORIZED TRANSMITTING SOURCES

e Cyber protection against Message Spoofing and DDOS for mission critical
avionic systems
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Sital’s FPS for Avionic Databus Protection

Key Benefits:

The Problem

Aircraft internal communication databuses

are exposed for message spoofing and
DDOS attacks

e Seamless Integration — FPGA IP
e Support After Market Installations and
Modifications

e Market proven in the automotive space
e DO-254 compatible

e Support the entire databus with a single
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The Solution )
- Public Cyber Attacks
Sital's FPS (Finger Printing Sensor)
Tel: +972-9-7633300 teChnOIOgy alerts and prevents against Wireless Hacking In Flight: Air Force
DemosCyber EC-130
Fax: +972-9-7663394 various spoofing and DDOS attacks on ;

Email: info@sitaltech.com

Web: www.sitaltech.com

SITAL

Technology

mission critical avionic data buses.
Implemented as FPGA IP, the Sital FPS
passively monitors the communication buses in
an aircraft and provides real-time detection of
message spoofing and DDOS attacks. In
addition, the FPS also prevents such attacks
from propagating between avionic systems and
mitigates the risk of mission failure due to cyber

attacks
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